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Java program and JKL specification of safety policy Verification & Certification

Selected program ” = Select method:
|ExampleNoninterference? java v|| load [mE1 v

Load from disk .
\ [ Examinar. “ load ]

Java code ¢rom Example: ExampleNoninterference2 java )

Select safety property

0 syntax valid

// This example DOES COMPLY the non-interfere QE
| OWerification only

/R reguires AbsValue(low) == lowk &£& AbsValue( (7VVnhreducedIabelceﬁMcaw
[¢] ensures AbsValue (\result) == lowk; ;
( ) O With reduced rules certificate
publie int mE1(int high, int low) ( ® With full certificate
low = high:
low = 2;
return low; |
|
}
9
< 3 |

©) Certificate - Mozilla Firefox

With full certificate

Safety property: Non Interference

Program: Example: ExampleNoninterference2. java
Method: mE1

JML specification:

/%@ requires AbsValue(low) == lowd && AbsValue(high) == highd;
f  ensures AbsValue(\result) == lowh; @=/

Policy: & Satisfy
Certificate:

search in PGM-SEMANTICS-DATAFLOW-ABSTR : javalabel( (preprocess(default class tf
‘myClass) imports nil extends Object implements none {public int 'mEl{(int
d('high)), (inc d('low)))chrows(noType) {((6 8 ('low = 'high ;)) 7 @ ('low =
1(2) 7)) 8 @ recwrn 'low ;} (public static) void 'main(t('Sctring)(] df
‘arg)) throws (noType) (((((((((int d('even) = 1(0) ;) (int d{'odd) = i(l)
;)) (int d('nd) = 1(0) :)) (inc d('nl) = 1(1) :)) (int d('n2) = 1(2) :)) |
int d('n3) = 1(3) :)) (int d('low) = 1(0) :)) (int d('high) = i1(l) :)) 23 @
('System . 'out . 'println < 'mfl < 'low,‘'high > > ;)}}) noType . 'main <
nev string [1(0)] > noVal)) =>! X:Output .

TARTRTRNTNENT equatlon

eq t{'String) = string .

empty substitution

c('String)

-—>

string

TRTXRTXNTNENDY eq-uation

eq preprocess(Cl) = removeImports(reformatConscr(changeType(Cl))) .

Cl --> default class tc('myClass) imports nil extends Object implements none {
public int 'mEl{(int d('high)), (int d('low))) throws(noType) {(6 @ ('low =
‘high ;)) (7 @ ('low = 1(2) ;)) 8 @ return 'lov ;} (public static) woid
‘mainfatringl1l df'arm i rthrows mnTsmel (ine Af'eeent = 3000 2 fint A7 ' add)






